
Risk Management Dictionary



RISK MANAGEMENT DICTIONARY
This dictionary has been assembled by the Risk Management Committee of AACE International to help Total Cost Management professionals understand the terminology used in papers and publications about Risk Management. The general terms and definitions are to be used as a standard for publications and presentations on the subject of Risk, Risk Analysis, and Risk Management.  Many of the terms included are from Probability & Statistics; others are peculiar to project Risk Management

Part of the need for this dictionary is to address the historical ambiguity in the definition of  "risk". Estimates can be either too high or too low because they forecast the future and there are uncertainties about what can happen.  Since "uncertainty" could result in outcomes that are better or worse than the estimate, we all can agree on the following definitions: 

 UNCERTAINTY   =  THREATS + OPPORTUNITIES

Where:

1.
Threats are events which could adversely effect results.

2.
Opportunities are events which could improve results; and 

3.
Uncertainty includes the complete range of positive and negative impacts;

We spoke to many Project Managers, Cost Engineers, and other Total Cost Management professionals.  There are three common "conventions" for defining risk.

I.  
Risk is the same as uncertainty,

RISK = Threats  +  Opportunities;  

II. 
Risk relates to unwanted, undesirable out comes, 

Uncertainty = Risks + Opportunities

III. 
Risk is the net impact of uncertainty, 

Risk = Threats ‑ Opportunities

Each author/presenter should address this ambiguity by clearly stating how they define "risk" in their paper ‑‑ or they should avoid the use of the term "risk" in their work.

There are also various definitions for Risk Management, Risk Analysis, Risk Assessment, Risk Control, and Risk Mitigation.  While there is agreement that there are sequential activities used to manage project risk, these activities are called by different names.   "Risk Analysis", for example, has been used to mean any or all of the activities.   AACE International's Risk Management committee has established standard names for each phase, based on a consensus of Total Cost Management practitioners. 

ALLOWANCES
Additional resources included in an estimate to cover the cost of known but undefined requirements for an individual activity, work item, account or sub account.

BEST ESTIMATE
Usually, but not necessarily, the Most Likely Value (see definition).  

BIASES
Lack of objectivity based on the individual's position or perspective.  Systematic and predictable relationships between a person's opinion or statement and his/her underlying knowledge or circumstances. Note: There may be "system biases" as well as "individual biases".  

CONDITION (UNCERTAIN CONDITION)
Any specific identifiable circumstance (such as the rate of inflation or the quality of labor available) that might affect the outcome of the project. (See Event)

CONFIDENCE LEVEL
The probability: (1) that results will be equal to or more favorable  than the amount estimated or quoted; or (2) that the decision made will achieve the desired results; or (3) that the stated conclusion is true.

Note: Confidence level may also be expressed as "equal to or less favorable".  If that is the case, it should be noted ... without such a note, the definition shown is assumed.

CONTINGENCY
An amount of money or time (or other resources) added to the base estimated amount to: (a) achieve a specific confidence level; or (b) allow for changes that experience shows will likely be required. Contingency may be derived through statistical analyses of past projects; or by applying experience; or through a probabilistic assessment of what may occur. Contingency usually excludes changes in scope or unforeseeable and unlikely major events such as earthquakes. (See Reserves)

CUMULATIVE (PROBABILITY) DISTRIBUTION
A curve whose vertical height is the probability of an amount being equal to or less than the value on the horizontal axis;  the vertical axis goes from 0 to 100 % (or 0.00 to 1.00). (See Probability Distribution)

DEPENDENT VARIABLE
An event or condition whose impact or probability of occurrence is not certain AND depends in some way on another variable. (See Independent Variable). 

DISTRIBUTION CURVE  
See Cumulative (Probability) Distribution

EVENT (UNCERTAIN EVENT)
Any specific identifiable action (such as a large government project being started in the same labor area as your project) or an act of nature that might happen and that (if it does happen) could affect the outcome of the project.  (See Condition).

EXPECTED VALUE 
See Mean

FREQUENCY DISTRIBUTION 
See Probability Distribution

INDEPENDENT VARIABLE
An event or condition whose amount or probability is not certain, but which does not depend in any way on the value or probability of any other event or condition. (See Dependent Variable)

KURTOSIS
A measure of the shape of a distribution curve ... the higher the kurtosis value, the more peaked the distribution. (See Skewness)

LATIN HYPERCUBE
A stratified random sampling technique similar to the Monte Carlo method which converges with fewer samples. (See Monte Carlo)

MEAN
The sum of all values divided by the number of items in the group. Also known as the expected value and as the weighted average.

MEDIAN
The value of the middle item in a list of numbers that have been sorted by amount.  If there is an even number of items it is the simple average of the values of the two middle numbers in the list.   

MODE 
See Most Likely Value

MONTE CARLO
A sampling technique based on use of "random numbers" to select samples for a simulation of an uncertain event. (See Latin Hypercube)

MOST LIKELY VALUE  
Also called the mode.

The value that occurs most frequently in a set of values.  The value on the horizontal curve of a probability distribution curve associated with the highest point on that curve.    If there are two values on the distribution curve whose values are equally high (and higher than all other values), the curve is bi‑modal; if there are three, it is tri‑modal, etc. May also be used as "The Best Estimate"

MOST PROBABLE AMOUNT
An ambiguous term which frequently refers to the mean value, but sometimes refers to the mode.  In a normal curve, the mean, mode and median are all the same so that this ambiguity is no problem; in real life there is a difference and the reader must ascertain what the author means by "most probable".

NORMAL CURVE
A special "bell shaped" probability distribution which is typical of totally random events with "normal" frequency for all possible values in the range.

The characteristics of a normal curve are:

     ‑
The mode, mean, and median all have the same value which splits the area of the probability distribution curve in half and occurs at the 50% point of the cumulative distribution curve.

     ‑
There is no skewness, the curve is perfectly symmetrical

     ‑
The area under the curve is related to the standard deviation, where:

1.
N is the number of standard deviations

2.
the range is the Mean * N Standard Deviations

3.
A, the area the area under the curve, is the percent of the total area of the probability distribution curve that is in the portion of the curve within the range.

4.
C, the confidence level is the probability that the observed value will be equal to or less than the Mean + N Standard Deviations.

N

A (Area under the curve)
C (Confidence Level)


0.6743

50.0 %



75.0 %


1.00

68.3 %



84.1 %


1.65

90.1 %



95.1 %


2.00

95.5 %



97.7 %


3.00

99.7 %



99.9 %


OPPORTUNITIES
Uncertain events which could improve the results OR improve the probability that the desired outcome will happen. (See Risks, Threats, Uncertainty)

OVERRUN (UNDERRUN) 
The actual costs for the work performed to date minus the estimate or value for that same work. If the actual costs are greater, it is an overrun; if the actual costs are less, it is an underrun.

PROBABILITY
A measure of how likely a condition or event is to occur.  Ranges from 0 to 100 % (or 0.00 to 1.00).

PROBABILITY DISTRIBUTION 
(See Cumulative Distribution)

A curve whose vertical height represents the probability of the amount shown on the horizontal axis occurring.  Typically project cost and schedule curves are "skewed" to the high end (See Skew and Normal Distribution)

RANGE
The absolute difference between the maximum and minimum values in a set of values (obtained by subtracting the lowest value from the highest).  The simplest measure of the dispersion of a distribution.

RANGE ESTIMATING
A risk analysis technology which combines Monte Carlo sampling, focus on the few key variables, and heuristics (rules of thumb) to rank critical risk elements.  This approach is used to establish the range of the total project estimate and define how contingency should be allocated among the critical elements.

RANGE OF ACCURACY
The values between the top and the  bottom of the range. For example if the outcomes might be from $100 to $ 1,000; the Range is $900, while the Range Of Accuracy is $ 100 ‑ $  1,000.  Usually the Range of Accuracy has defined upper and lower limits (such as 10% confidence and 90% confidence; known as 10/90 Range of Accuracy). 

REGRESSION
A functional relationship between two or more variables empirically determined from data and used to predict value of one of the variables when given value(s) of the other variables. 

RESERVES
Portion of contingency held back (in reserve) by management to be released only if needed to complete the project.  (See Contingency)

RISK
An ambiguous term, that can mean any of the following:

1.
All uncertainty (threats and opportunities; OR

2.
Downside uncertainty (a.k.a. "Threats"); OR

3.
The net impact or effect of uncertainty [threats ‑ opportunities].  

The convention used in any paper should be clearly stated to avoid misunderstanding. (See Opportunities, Events, Conditions, Threats, and Uncertainty)

RISK ANALYSIS
The second phase of Risk Management, which includes the quantification of the effect of all uncertainty (risks) on a project.  Usually done by identifying risks and quantifying each risk's probability of occurrence  AND potential severity of impact.  Note:  the impact may be expressed as a range of values, or with a confidence level, or as a probability distribution.

RISK ANALYSIS METHODS
The technique used to analyze the risks associated with a project or program.  Specific categories of Risk Analysis methods are:

1.
Qualitative ‑ based on project characteristics and historical data (check lists, scenarios, etc.)

2.
Risk Models ‑ combination of risks assigned to parts of the estimate or project to define the risk of the total project

3.
Probabilistic Models ‑ combining risks from various sources and events (Monte Carlo, Latin Hypercube, Decision Tree, Influence Diagrams, etc.)

RISK ASSESSMENT
The first phase of Risk Management, which includes the identification of  risks or uncertainties which may impact a project.

RISK CONTROL
Implementation of the Risk Management Plan. (The last phase of Risk Management)

RISK MANAGEMENT
All of the steps (phases) associated with managing risks  ‑ Risk Assessment, Risk Analysis, Risk Mitigation, Risk Control ‑‑ (see Risk Analysis, Risk Assessment, Risk Management Plan, Risk Mitigation, and Risk Control)

RISK MANAGEMENT PLAN
The product of Risk Mitigation (which is the third phase of Risk Management), a list of the action steps to:

1.
eliminate or reduce the probability of a threat occurring; and/or 

2.
eliminate or reduce the impact of  the  threat if it does occur (mitigate the threat); and/or 

3.
assure or increase the probability of an opportunity occurring; and/or 

4.
increase the impact of an opportunity if it does occur.

The plan includes predefined action steps to be taken and the "trigger points" that will indicate when they are to be executed to mitigate risks.  The plan also defines what to monitor to determine the "trigger points".  The steps may include, holding portion of funds and/or scope in reserve, until outcome is more certain;  trading cost risk for schedule or quality risk; and/or buying "insurance" (such as lump sum, firm price subcontracts).

RISK MITIGATION
The third phase of Risk Management, Developing a Risk Management Plan.

RISK SOURCES
Events or conditions that have been defined that might affect the outcome of a project.  Risk sources are frequently subdivided into the following groups, based on the underlying source of the source:

1.
Business needs risks

2.
Results definition risks

3.
Scope definition risks

4.
Execution plan, mastery and processes risks

5.
External risks

(See Conditions and Events) 

RISK TYPES
Another means of characterizing risk sources is by the type of risk:

1.
Inherited ‑ derived from preceding stages of project 

2.
Economic ‑ associated with availability and costs of resources

3.
Commercial ‑ associated with customers needs and wants, competition, etc.

4.
Technological ‑ associated with ability to achieve desired results, produce products, etc. life of current or new technology and compatibility of new technologies

5.
Implementation ‑ ability to meet project plan and commitments due to human behavior or organizational factors.

SCENARIO
A description of specific events and their probable outcome.  Usually limited to likely or probable scenarios versus all possible ones. Frequently "most likely", "best case"  and "worst case" scenarios are used to define the most probable outcome and the range of outcomes.

SENSITIVITY
When the outcome is dependent on more than one risk source, the sensitivity to any specific one of those risks is the degree to which that specific risk (event or condition) affects the outcome or value.

SIMULATION
(1) The technique of utilizing representative or artificial data to reproduce, under test, various conditions that may occur in the actual performance of a system. Simulation is frequently used to test the accuracy of a theoretical model or to examine the behavior of a system under different operating policies;  (2) The design and operation of such a model of a system.

SKEW
A measure of the shape of a probability distribution, the more skewed the distribution, the greater the asymmetry.  A skewed distribution has more values on one side of the peak (mode) than on the other side ‑‑ one tail of the curve is usually longer than the other.  (See Kurtosis)

STANDARD DEVIATION
The most widely used measure of dispersion of a probability (frequency)  distribution. Calculated by summing squared deviations from the mean, dividing by the number of items in the group and taking the square root of the quotient. The square root of the variance (See Variance and Normal Curves). 

THREATS 
Uncertain events which are potentially negative OR reduce the probability that the desired outcome will happen.(See Risks, Opportunities, Risk and Uncertainty)

UNDERRUN 

See Overrun (Underrun)

UNCERTAINTY
 [UNCERTAINTY = THREATS + OPPORTUNITIES] The total range of events that may happen and produce risks (including both threats and opportunities) affecting a project. (See Opportunities, Events, Conditions, Risks and Threats)

VARIANCE
A measure of how widely dispersed the values are in a distribution, and thus a primary measure of the amount of risk inherent in the distribution.  Calculated by summing squared deviations from the mean, dividing by the number of items in the group.  It is also equal to the standard deviation squared. (See Standard Deviation)
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